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It’s frustrating (and expensive!) for testing organizations to spend the
time, creativity, and resources developing great test questions, only to
have those items disclosed on the Internet a short time after
publication. The result of such disclosure? Undeserving test takers
pass the exam using pre-knowledge (memorizing the answers they
found online). This type of fraudulent activity erodes the validity of
your exam and hurts your program’s reputation. Worst of all, your
investment in developing high-quality assessments goes down the
drain. Patrolling the web is a powerful tool that helps to protect your
exams from this type of cheating and gives your highly-valued
intellectual properties additional validity, lifespan, and security in the
current online environment.
What is web monitoring?
Web monitoring is the practice of monitoring common places on the Internet for stolen or
otherwise exposed test content. Web monitoring may not detect the theft in action, but it
certainly detects its outcomes and provides the necessary information to take action.
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Web patrollers with language
and cultural skill sets are
indispensable aspects of a
comprehensive and successful
online security plan.
Automated bots cannot keep
up with the intricacies of the
global digital landscape in a
way that guarantees security.

PLANNING FOR WEB EXPOSURE
BRING THESE QUESTIONS TO YOUR TEAM AND FIRM UP YOUR PLAN
How much exposure are my exams getting on the Internet?

How is the level of exposure impacting my items' useful lifespan?

Can I rescue the exposed items by restructuring them?

Do items ever appear before the test administration window begins?

Do I have a plan in place before content is found online?

Do my question types invite exposure?

Are my exams copyrighted?

Do I have boilerplate letters/procedures to quickly address exposures?

Who decides how to respond to a breach of exam content found online?

What portions of my exams are showing up online?

Who is posting the exams online?

If a site is claiming to have "real" items, what items do they typically have?

Am I doing routine checks of test administrators and any third-party or proctoring providers?

Am I doing routine checks of test providers?

Over time, have I observed the exposure situation getting worse or better?

INTERNATIONAL
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THE THREAT REMOVAL PROCESS

A PROCESS FOR MONITORING, REMOVING, AND MITIGATING ONLINE WEB EXPOSURE
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THEN AND NOW

There are hundreds of braindump sites disclosing actual exam content, with new sites
being created daily—including thousands of affiliated blogs, filesharing sites, social
media posts, and more.
While takedown notifications leveraging the Digital Millennium Copyright Act (DMCA)
have been effective in the past, the sheer volume of potential sites today makes it
difficult to address all of them with your limited time and resources.
Today, many braindumps never even respond to a
takedown request (even after several attempts). Fraudsters
often use privacy protection services, making it nearly
impossible to find an address for sending a complaint. If you
do make contact, a braindump owner may make claims of
"fair use," knowing that the likelihood of your starting legal
proceedings against them is slim. Or they remove the
material from one of their URLs, only to post it minutes
later on several new sites.

BUT BEFORE YOU GET DISCOURAGED...

DMCA

IS STILL A VALUABLE TOOL!

What can your ongoing DMCA activity tell you about your program? You'll glean
trends on the amount and type of braindumps that share your content, the types of
platforms they target, and the number of your exams they have for sale. In
conjunction with other online data you've gathered about your exams, this
information can help you identify trends and provide critical insight into the
useful lifespan of your exam items and forms.

SO HOW SHOULD YOU LEVERAGE THE DMCA?
1. Obtain registered copyrights to your items and tests.
2. In consultation with legal counsel, draft appropriate
DMCA language to be sent to offending websites.
3. After finding a braindump site with stolen test content,
immediately send a DMCA notification to the contact
email on its webpage, the registered owner of the
website, and the host of the website.
4. If no response is received within 72 hours, send the DMCA
notification again, and again… and perhaps one more
time. The fourth time may be the charm.
5. Track and revisit this data to plan security proactively.

NOW
WHAT?

Now that you know how to
find content that has been
exposed online, what can
you do to decrease the
damages and reduce your
chances of future tests
getting stolen and shared in
the first place?

Analyze Your Testing Data

Cross-examine the results of your web monitoring efforts with other data from your test takers,

AIG

comparing known "Test Killers" with response data to see who may have used illicit study material.

It can be hard
to stay ahead
of exposure,

Evaluate Your Online Testing Solution
Ask your online testing provider to show you the security features of your online tests that will
help reduce and track content exposure—like watermarking, secure item types, and more.

so reduce the
consequences!
Use AIG to
easily and
inexpensively

Convert Your Item Types with DOMC™ and SmartItem™ Technology
It is now possible to build tests that self-protect from content theft, either by reducing overall
exposure of your pool or by rendering braindump content unnecessary and ineffective.

create a huge
item bank,
allowing you
to republish
your exam

Publicize Your Security Measures
While you're engaging in security-enhancing efforts, be sure to allude to them (or describe
them) to your test takers. Send the message: "If you attempt to cheat, you will be caught."

quickly
whenever the
need arises.

LEARN WITH US
This learning resource was created by Caveon.
At Caveon, we recognize that validity, reliability, and fairness can
only be achieved when exams are secure. Quality exams that are
secure benefit assessment programs, test takers, and society alike.
That’s why, for more than 15 years, Caveon has driven the
discussion and practice of exam security in the testing industry.
Today, as the recognized leader in the field, Caveon’s offerings
have expanded to encompass innovative solutions and
technologies that provide comprehensive protection: Solutions
designed to detect, deter, and even prevent test fraud. We are
committed to integrity in testing. Period.

801-208-0103
alison.foster@caveon.com

www.caveon.com

